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CAPTCHA isn't just security

When you solve CAPTCHA puzzles, you're not just proving
you're human but you're helping improve OCR and image
recognition systems.

the field of Artificial Intelligence. We
introduce two families of AI problems that
can be used to construct CAPTCHAS and we
show that solutions to such problems can
be used for steganographic
communication. CAPTCHAs based on these
Al problem families, then, imply a win-
win situation: either the problems remain

unsolved and there is a way to differentiate

humans from computers, or the problems

are solved and there is a way to

communicate covertly on some channels.

Source: Von Ahn, L., Blum, M., Hopper, N. J., & Langford, J. (2003). CAPTCHA: Using Hard Al Problems for
Security. International Conference on the Theory and Applications of Cryptographic Techniques.
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Your scrolling is training data

When you like, pause, or rewatch content, you're not just scrolling, you're
generating behavioral data used to train recommendation algorithms.

Source: Covington, P., Adams, J., & Sargin, E. (2016). Deep Neural Networks for YouTube Recommendations.
Proceedings of the 10th ACM Conference on Recommender Systems.
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You're part of how Al improves

When you like , dislike , or regenerate Al responses,
you're not just reacting but you're contributing to
Reinforcement Learning from Human Feedback (RLHF),
which improves model outputs over time.

example, large language models can generate outputs
that are untruthful, toxic, or simply not helpful to the
user. In other words, these models are not aligned with
their users. In this paper, we show an avenue for
aligning language models with user intent on a wide
range of tasks by fine-tuning with human feedback.

Starting with a set of labeler-written prompts and
prompts submitted through the OpenAl API, we collect
a dataset of labeler demonstrations of the desired
model behavior, which we use to fine-tune GPT-3 using
supervised learning. We then collect a dataset of

Source: Ouyang, L., Wu, 1., Jiang, X., Almeida, D., Wainwright, C. L., Mishkin, P., ... & Lowe, R. (2022). Training
language models to follow instructions with human feedback. Advances in Neural Information Processing
Systems, 35, 27730-27744.
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Your photos are datasets

When you upload and tag photos, you're not just
sharing but you're creating labeled data used to
train computer vision systems.

Source: Deng, J., Dong, W., Socher, R., Li, L. 1, Li, K., & Fei-Fei, L. (2009). ImageNet: A large-scale hierarchical
image database. 2009 IEEE Conference on Computer Vision and Pattern Recognition (CVPR).
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"I'm not a robot" is behavioral
analysis

When you tick "I'm not a robot,” you're not just verifying identity as your mouse
movements and interaction patterns are used to distinguish humans from bots.

To counter this, last year we developed an
Advanced Risk Analysis backend for
reCAPTCHA that actively considers a user’s
entire engagement with the CAPTCHA—before,

during, and after—to determine whether that
user is a human. This enables us to rely less on
typing distorted text and, in turn, offer a better
experience for users. We talked about this in
our Valentine's Day post earlier this vear.

Source: Shet, V. (2014, December 3). No CAPTCHA reCAPTCHA. Google Security Blog.
https.//security.googleblog.com/2014/12/are-you-robot-introducing-no-captcha.html
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You think you're using these systems.

But in small ways... you're training them.

Source: Synthesis of concepts from Von Ahn (2003), Covington (2016), Ouyang (2022),
Deng (2009), and Shet (2014).
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